
Specops Verified ID  
High-Assurance Identity Verification for Password Setup, Reset, and 
Recovery Workflows
Specops Verified ID enables high-assurance identity verification using government-
issued identity documents and biometric liveness detection, powered by AI and 
machine learning algorithms. Users verify their identity by scanning an official ID and 
completing a live biometric check through the Specops:ID mobile app (available free 
for iOS & Android). 

Verified attributes such as name and date of birth are then validated against the 
user’s record in Active Directory, ensuring the person requesting access is the 
legitimate account holder.

Capabilities for High-Assurance Identity Verification
Government-Issued ID Verification: Validates users using trusted identity 
documents such as passports, driver’s licenses, and national ID cards, leveraging AI 
and machine learning algorithms. These documents include standardized security 
features designed to prevent forgery.

Biometric Liveness Detection: Real-time AI-driven biometric analysis confirms the 
person presenting the document is physically present, preventing spoofing attempts 
using photos, videos, or masks.

Directory Attribute Validation: Verified identity attributes are automatically 
validated against user records in Active Directory.

Global Document Support: Support for 16,000+ government-issued identity 
documents across 254 countries and territories.

All AI and machine learning algorithms are pre-trained and operate without 
using or retaining customer data for training purposes.

Core Use Cases
Identity-based attacks are increasingly targeting service desks and 
recovery workflows. It’s vital you can reliably verify your end users while 
setting passwords and during recovery events. Use cases include any 
scenario where high assurance and phishing-resistant identity proofing 
are key, such as: 

•	 Service desk verification 
•	 Self-service password resets 
•	 First day password set-ups 

Specops Verified ID is available as an add-on to Specops Secure 
Service Desk and Specops uReset, enabling advanced identity 
verification within password reset and service desk workflows.



User Prompted to Verify  
A user attempts to self-reset a password 
or has called the service desk. They’re 
prompted to verify their identity through 
the Specops:ID mobile app.

Biometric Liveness Validation
Real-time biometric checks confirm 
the person presenting the document is 
physically present.

Verification Passes
Verified identity attributes (such as name 
and date of birth) are validated against 
records in Active Directory. 

Document Verification 
The user scans a government-issued 
identity document, such as a passport, 
driver’s license, or national ID card. 

How Specops Verified ID Works

1

3

2

4

Stronger Protection Against Identity-Based Attacks
Specops Verified ID helps prevent common identity-based attacks targeting service 
desk and password reset workflows.

Social 
Engineering SIM-Swapping Insider 

Threats Phishing 

Specops Verified ID

Callback Verification 

Email Verification 

SMS Verification
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Protected against the following attacks?



Value Added

Simple Integration •	 Easily fits into Specops Secure Service Desk and 
Specops uReset workflows

•	 Added via a simple configuration

•	 No stressful install or deployment required

•	 No user enrollment required for onbaording via 
our First Day Password feature

Operational Efficiency •	 Reduce service desk handling time

•	 Automate verification workflows

•	 Reduce agent time spent on verification 
processes

•	 Easier onboarding of new staff

Improved Security •	 Prevent service desk impersonation attacks

•	 Reduce account takeover risk

•	 Enable phishing-resistant identity verification

•	 More secure onboarding of new staff

Improved User Experience •	 Simple app-based verification via Specops:ID

•	 Fast and intuitive process

See Specops Verified ID in action
Request a demo:  https://specopssoft.com/contact-us/

Key Benefits
Compared to traditional verification tools, Specops Verified ID delivers stronger 
protection without adding operational complexity.

Specops
Specops Software, an Outpost24 company, is the leading provider of identity management and authentication solutions. 
Specops protects your business data by blocking weak passwords and securing user authentication. With a complete portfolio 
of solutions natively integrated with Active Directory. Specops ensures that sensitive data is stored securely and remains 
under your control. Specops Software was founded in 2001 and is headquartered in Stockholm, Sweden with additional 
offices in the US, Canada, the UK, and Germany.

https://specopssoft.com/contact-us/

