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ABOUT SPECOPS Specops Software is the leading provider of password management and
authentication solutions. Specops protects your business data by blocking weak passwords and
securing user authentication. Every day thousands of organizations use Specops Software to

protect business data. For more information, please visit specopssoft.com




SPECOQPS

AN OUTPOST24 COMPANY

SPECOPS PASSWORD AUDITOR

Specops Password Auditor is a free read-only tool that scans your Active Directory to identify password-related

vulnerabilities, helping you develop an action plan to increase security.

The tool is available for free download, or as an integrated component of the Specops Password Policy solution.
Define your password vulnerability problem

Security breaches are a near-constant in

Password Policy Compliance
today’s headlines. Most IT professionals are o " TS

aware that weak password policies open the ——

door to attackers, but defining that problem

for decision makers can be difficult.

Specops Password Auditor enables IT
professionals to extract insights on password
policy strength, usage, and compliance. The
tool gauges password policy strength against
brute-force attacks, as well as compliance
requirements from NIST, PCI, HITRUST, NCSC,
BSI, ANSSI and more.

Find accounts using one of almost 1 billion compromised
passwords without connecting to an API

No matter how strong a password may be, if it

has been compromised, it is rendered weak.

Breached Passwords

With breaches on the rise and users reusing

. Back Export
passwords across accounts, the chance of your |[e=iySy
network becoming vulnerable has only

increased.

Specops Password Auditor checks your AD
accounts against a comprehensive list of
almost one billion compromised passwords

including ones used in real attacks today or are

on known breached password lists, to help you

identify vulnerable accounts. No APl connection needed.
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With Specops Password Policy, you can continuously block the use of these and more than 3 billion more.

Reduce risk by identifying stale admin and user accounts

Dormant accounts with or without admin
privileges can pose a great security risk as they SRR o
Days since last logon

can be leveraged to access sensitive resources sl

without being detected.

Keeping Active Directory free of inactive accounts

is a best practice.

Specops Password Auditor provides a full view of

admin accounts in an organization’s domain,

including stale admin accounts.

Curb password reset calls with password expiration reports

[o rr——

Specops Password Auditor can detect expired and

Expired Passwords

expiring passwords in Active Directory.

Back Expot @

These reports enable IT teams to create a
contingency plan to reduce password and lockout o

calls to the helpdesk as well as help avoid the

cached credential problem for remote users.

And more

Specops Password Auditor contains several more  pemr—"—"
reports that can help an IT department better -
audit and manage password security for their

organization’s Active Directory. Identical Passwords

Back | | Export
Find accounts with identical passwords,
passwords not required, blank passwords, and
more. Optionally anonymous user data mode to

review and share results with enhanced privacy.
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Find your password
vulnerability score and
communicate the problem to
decision makers

B

EXECUTIVE SUMMARY

Share a summary of your results with people in your

organization who do not have admin rights or have

less technical knowledge with the Executive Summary

PDF export. The report includes an overall

vulnerability score, what was scanned and when as

well as a summary table including explanations for HELERGSS P RD A

Repart for mylo-co.com

“why it’s a risk” and “how to fix it” for each individual

report.
Easily share an overview of your results with the Executive
Summary PDF export

How does it work?

Specops Password Auditor scans your Active Directory SPECOPS
to detect password security weaknesses. The results e
are displayed in multiple interactive reports containing
user and password policy information. The reports
include a summary of accounts using compromised
passwords, comparisons of password policies in your

organization against compliance standards, and more.

Specops Password Auditor will only read information

from Active Directory; it will not make any changes. It

will read the Default Domain Password Policy, any

Fine-Grained Password Po”cies' as well as any Specops Choose to scan a particular root or multiple trusted domains or

L OUs at once, as well as elect to anonymize user data in results
Password Policies (if installed).

Run your free Specops Password Auditor scan today

It takes a single compromised password to create risk and potential compromise. Download your free copy of

Specops Password Auditor here.

"A must for any network admin” N Capterra
“Easily see if we are in compliance.” 4.8 (17)
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